Introduction

n the history books of the future, the rise of the internet won’t

merit a chapter of its own. True, the world changed entirely
when technology suddenly connected billions of people. But the
story of the internet will be so intertwined with that of another
innovation—blockchain—that they’ll be told together as one.
Generations to come will neither know nor care where one story
ends and the other begins—so much so that the specific terms
internet and blockchain will be virtually forgotten.

Whether you grew up with the internet as a digital native or wit-
nessed its rise, youwll appreciate how it shrunk and connected our
world. But human nature is such that we don’t pause for long enough
to consider that what we’ve seen so far is just the first chapter of a
much bigger story.

Let’s consider for a moment how far another world-changing
technology—one we all use every day—progressed in the same span
of time as the internet.

Electricity was first introduced into factories and homes—for
those who could afford it—in the 1880s. It changed everything.
Electrification greatly increased efficiency, flexibility, and scale, espe-
cially by replacing line-shaft systems. It replaced candles, allowed for
later bedtimes; it even boosted people’s sex lives—people suddenly
had more alone-awake time with their lover.

But electricity in the 1880s was still in its infancy. Four decades
later, people would look back and marvel at the naive excitement of
an earlier generation. Yes, they had electricity, but it was produced
by a patchwork of early power stations that used steam-powered
dynamos to supply only the immediate vicinity.

Thomas Edison’s Pearl Street Station, which opened in 1882, was
able to light up only a few blocks of Manhattan. Power was expen-
sive and used sparingly. By the 1890s, engineers were already trans-
mitting electricity over long distances—most famously from Niagara
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Xii Introduction

Falls to Buftalo, but it was still far from common.. It was only in the
1920s that public grids became widespread, bringing reliable power
into most urban homes, and gradually, beyond. Electricity was no
longer a small-scale local service but a public utility, like water
and roads.

Viewed from the 1920s, the new-fangled, handcrafted electricity
of four decades earlier would have seemed little short of comical.
Likewise, future generations will look back at today’s internet and
smirk. “So let me get this straight,” they’ll say. “They built a system
that connected everyone in the world, shrunk the universe so you
could chat and flirt, buy and sell. But every time you wanted to send
money, you had to use the currency of your own country, which was
sent to the recipient via a slow relay race of different centralized
companies.

“First, they gave their card details to a website—usually by typing
in a 16-digit number. Then they punched in a little code on the back
of the card, which they were warned never to share . . . except they
shared it all the time.

“That triggered a series of transactions through centralized interme-
diaries, any of which could block the payment. Not only that, the
request pinballed from a payment processor to a gateway to the acquir-
ing bank to a card network (Visa/Mastercard), and then all the way
back again, with delays and failure points at every junction. That left
a lot of people thirsty in Starbucks or trapped at the exit gate of a
scorching parking lot, unable to pay.”

The conversation is likely to continue with even more incredulity:
“The money didn’t move right away. It could take days—especially
over weekends or holidays. For some reason, banks needed to take a
nap, and sometimes froze transactions with little rhyme or reason
until they talked to you. And here’s the kicker: Everyone in that relay
took a fee—sometimes hidden, sometimes not—simply for shuttling
digits around.” Wasn'’t the internet already global, instant, and digital?
And if the internet itself could function without being under the
control of a single company, why was the movement of money so
far behind?

Just like the first four decades of electricity seem somewhat
quaint looking back today, the first four decades or so of our online
existence will soon feel equally primitive. Why? Because today we
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Introduction Xili

run our lives via the internet, but pay our way online with money
that really isn’t internet-appropriate.

Sure, today’s digital payments may look like “internet money,” but
they aren’t. Over the course of this book, that distinction—unclear at
first—will come into focus.

We don’t yet know what our children or grandchildren will call
the network now evolving jointly from the internet and blockchain.
The future trivia quizmaster will ask about it. We like to suggest the
“Integrity Web,” and in the coming pages it will become clear why:
because this system is not just about moving and storing value. It's
also about values, chief among them a value that humanity dearly
needs: integrity. I'll argue in the final chapter that this merging of
internet and blockchain, which T see as inevitable, will have integ-
rity as its beating heart. That's why I refer to what I'm convinced
will become our digital go-to infrastructure of the future as the
integrity web.

My path into blockchain was through math—specifically, through
the field of cryptographic proofs. That may sound like gobbledygook
now, but give it a few chapters. I think it'll start to feel relevant—and
maybe even interesting.

The proofs we’ll be discussing are minuscule files of data with
massive power (the Appendix covers these proofs in technically pre-
cise terms). They help verify, organize, and keep honest the vast
amounts of information our societies depend on today. It’s a branch
of math that, in my lifetime, has started to do things once thought
impossible. I've had the exhilarating experience of making discover-
ies in this field—one of which pulled me into blockchain and is now
helping shape its future.

Today, our lives run on systems that handle our information and
money in ways that would have stunned our great-grandparents,
who knew most of the people who managed their affairs. We rely on
people in distant offices—or more often, on faceless algorithms. The
question we should all be asking is: How do we know we can trust
what they’re doing?

That's exactly where mathematical proofs come in. The ones I
co-invented—called STARKs—are at the core of an $8billion com-
pany I helped build. And they do something mind-blowing, which
anyone can understand.
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XV Introduction

Each of us depends on thousands of computations every month.
Let’s take just one set: your credit card bill. It might contain a hundred
lines, each one a separate charge. Are they all added up correctly? Or
did someone, through error or malice, sneak in an extra dime? If that
happened across enough bills, it would be a quiet but enormous heist.

Let’s assume here that your credit card company still sends
printed bills. You walk into their printing room, where hundreds of
thousands are being prepared. I hand you a small device. It scans the
room and flashes green—confirming that every single line, on every
single bill, has been added correctly. What’'s more, the device gener-
ates an unforgeable certificate that each customer can use to verify,
on their own, that their specific bill is accurate.

That may sound fanciful, but it’s not. This is what STARKs are
doing—not in the physical mailrooms of credit card companies, but
for enormous numbers of digital transactions out in the real world.
Anything that requires computation—whether simple additions or far
more complex tasks—can be audited this way. STARKs—full name
Scalable Transparent ARgument of Knowledge—are the digital equiv-
alent of that mailroom scanner. For context, STARKs are part of a
field in math called Zero Knowledge that has advanced rapidly in
recent decades—so named because it allows verification without
disclosure.

For now, it may feel like I'm telling two different stories: one
about blockchain, the other about proofs. But over the coming pages,
you’ll see how they converge—and how my own path became a
story of both. That's also where the two stories come back together.
The internet connected us. Blockchain—and the math behind it—
helps us trust what that connection is used for. At times in this story-
telling, I'll hand the pen to my journalist friend and co-author, Nathan,
to help unpack why it matters.

We'll get into the details soon enough. But what matters for now
is where all of this is heading. And I'm sure that the answer is toward
digital systems that are more private, more efficient, and far more
trustworthy. That shift touches everything—from money and identity
to how we interact with institutions and with each other.
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CHAPTER 1

Why Blockchain Matters

‘- 7ou don’t need to be a tech expert or an economist to follow
the story that T will be telling in this book, together with my
coauthor Nathan. You just need to check one of these boxes:

# You have spent money.

¢ You have owned a document that was important enough that
you didn’t want it to be corrupted or lost.

¢ You have some level of curiosity about human beings and
how society functions.

Our guess is that you checked all three, so we are good to go.
These three themes will be critical to our discussion:

1. Money, because that’s the best-known function—and today
the primary function—of blockchain.

2. Documents and data, because blockchain will come to rede-
fine how we handle these and which ones we trust as the
“source of truth.”

3. Human beings and buman society, because, in truth, anyone
who describes blockchain as just “a technology” or “a money
system” really doesn’t get it.

A blockchain is a shared digital ledger—a record book that lives
online, which is copied across many computers. It is designed so that
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2 Zero Knowledge, Infinite Trust

once something is written into it, nobody can secretly change or
erase it. I don’t mean they can’t do so without penalty—-they simply
can’t. And that’s what makes this a story about integrity, not just tech.

So, instead of relying on a government office, religious authority,
or corporate database, the blockchain itself becomes the reference
point everyone can check. At its core, blockchain is a system that will
redefine how we carry out some of our most important interactions
with other humans—moving value (money), determining what records
are accurate (documents and data), and coordinating at scale (human
beings and human society).

What it gives you is not abstract; it’s things that matter to all of us.

To anyone who hates the fact that institutions hold disproportion-
ate power: banks control the record of your money. Governments and
corporations control the records that define your identity and rights. Al
systems and algorithms determine how we understand the world
around us. And it doesn’t stop there. Credit-checking agencies act as
judge and jury over whether you can sign up for this or that service,
based on their collection and interpretation of your records. They ulti-
mately decide whether you are trustworthy, employable, or creditwor-
thy. They may even shape your family’s future by deciding whether you
should, or should not, merit a mortgage for the home you want to buy.

Blockchain is about rebalancing that power and cutting out this
huge web of middlemen that exert so much control. Want to check
my creditworthiness? T'll give you access to certain details from my
wallet, and you’ll see exactly how I conduct myself.

What blockchain offers is such a unique fit for the deep needs of
humanity that its mass adoption is inevitable. But if you’re thinking
to yourself that you don’t yet see this happening, you're right. The
blockchain world has so far failed to convey a critical message—why
any of this matters and how it could help ordinary people in their
daily lives.

The big innovations of the last quarter-century—smartphones,
cloud computing, social media, movie streaming, and online banking—
all have something very simple in common: their names alone tell
you exactly what they do. As a consumer, my reaction is simple:
I understand it, I want it, and T get it.

The term blockchain perfectly captures the technical beauty of
the system, but says nothing about what it does or how it can make
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Why Blockchain Matters 3

a practical difference in our everyday lives. Nobody walks around
saying, “I need a block and a chain.”

Blockchain may have made it into the dictionary (Merriam-
Webster, 2018) and become a buzzword because of hype over Bitcoin
prices, but it has yet to persuade the wider global public why it actu-
ally matters.

IntegrityLand

If you could rub a lamp, summon a genie, and be granted three
wishes, what would you ask for? One catch—you’re asking on behalf
of all humanity, not just for yourself. After all the obvious asks like
solving hunger, ending war, curing cancer, and so on, how about
asking for integrity?

Integrity sounds like an abstract concept. Maybe it even sounds
pompous. But it’s not. It’s an attribute we can easily appreciate. Just
think of it as the antithesis of Las Vegas. Not the city as it actually is,
but the city as it’s caricatured in popular culture—the version immor-
talized in slogans, sitcoms, and cheesy bachelor party montages.

Vegas is a metaphor for a place where you can do what you
want, act in ways that violate your own values—and none of it
counts. “What happens in Vegas stays in Vegas” has become a cliché.
You can make choices you wouldn’t make elsewhere and hope they
vanish the moment you leave. It's a worldview built on the idea that
what’s out of sight is out of mind, with no consequences to face.

Vegas is a place where even the most solemn of agreements—
marriage—is on the blurred borderline between counting and not
counting. In movies, drunken Vegas unions are often quickly dissolved,
laughed off by friends and family. In the sitcom Friends, after Rachel
and Ross marry in Vegas, Phoebe, wide-eyed, asks: “Wait, wait. A wed-
ding in Vegas actually counts?” Monica replies, deadpan: “If you get
married in Vegas, you're married everywhere.”

Imagine a place that represents the exact opposite of this Vegas
caricature—a place you head to when you need to make an agree-
ment you care about. You go there because it's a place where con-
tracts can never be faked or tampered with. A place where payments
agreed in a contract are made automatically, without intervention.
A place where you can entrust money to someone—say, for
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4 Zero Knowledge, Infinite Trust

investment—knowing that every clause governing its use is clearly
set out, with guaranteed, un-fakeable, real-time tracking of its
whereabouts.

Welcome to IntegrityLand. What happens in IntegrityLand doesn’t
stay in IntegrityLand. It follows you, everywhere and forever, in a good
way. Everything you agreed to sticks like glue. IntegrityLand is gov-
erned by a system that’s as strong as the rules of nature, such as the
force of gravity. If it was agreed upon, it happens, period. You go to
IntegrityLand when you need something to count—especially if you're
dealing with someone you don’t know personally (something more
common than ever) or whom you don’t trust. Or, most importantly,
when interacting with someone who has greater power than you, such
as a big corporation or a government. When you want it locked in,
tamper-proof, no loopholes, no pretending it never happened.

The IntegrityLand we are talking about is, obviously, blockchain.
It's a system that everyone runs, but because of that, nobody con-
trols. An environment where the system itself is the adult in the
room: keeping receipts, holding everyone to their word, and refusing
to forget. That's why, as T mentioned, what I foresee is blockchain
and internet morph in the future, and my working title for the entity
I expect to emerge is the integrity web.

A set of unbreakable rules like blockchain would have been
handy at any point in human history. But today, it’s more than handy;
it's a matter of urgency. Let’s see why.

The Storage of Your “Stuff"

What “stuff” makes up your life? And where is it stored today, com-
pared to where it would have been stored long ago? This storage
problem is, at heart, a documents and data problem. Who holds the
authoritative record of your life and assets, and who gets to be the
“source of truth”?

Take money, for example. Where do you keep it? For the most
part, not in a shoe box or in a home safe. Most of your money is on
a bank’s electronic ledger. They—not you—hold the authoritative
record of how much money you have. If they (or more commonly,
the state directing them) decide to freeze, misuse, or mismanage
your funds, you'll likely find out too late and, almost certainly, with
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Why Blockchain Matters 5

no recourse. That vulnerability is the documents-and-data problem
in a nutshell.

How do we address that problem? For starters, a tamper-proof
public ledger would change who holds the keys to your records. In
brief, blockchain protects your “stuff” by making the record public,
verifiable, and tamper-proof—so ownership doesn’t depend on trust-
ing any single company or government.

Then there are your electronic files. Perhaps the most personal
are your photos and videos—essentially, your memories. Most of us
now have far too many for our walls or shelves, so they live on cloud
servers, where we have no idea if they're being leaked or misused.

Our social media posts—the closest thing most of us have to dia-
ries today—are handled by companies that also hold huge amounts
of our personal information. Your life story is posted online in frag-
ments; your likes, your locations, and your interactions are all being
used and monetized every day by the people you trust to pre-
serve them.

Another concrete example of your “stuff” is your credit score—
our system’s shorthand for your creditworthiness. You cannot estab-
lish it yourself; a third party calculates it from data you don’t control.
You can’t see how the score is compiled or contest it with your own
evidence. Your word doesn’t count.

These are just examples. In each, the takeaway is the same. In the
past, we would have looked after this “stuff” ourselves, with a big
sturdy lock for which we alone had the key. Today, it’s in the hands
of others.

Of course, we want to retain all the benefits of electronic life. But
do we want to hand over so much control to others, slipping it into
their black-box systems with no guaranteed way to see exactly what’s
happening to it? If there is another way that is just as convenient, we
believe almost every human alive would opt to use it.

This is important for many reasons, not least that as every year
passes, more and more is happening away from our gaze. Millions of
platforms are competing for us to download them to our phones,
many of which handle some portion of our finances. The way we
imagine digital crime is that criminals will siphon huge sums from
our accounts. But we are likely to see (or, I fear worse, fail to notice)
crime that involves cheating in the calculations—in the computation.
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6 Zero Knowledge, Infinite Trust

If criminals do this, the ledgers of the digital world will fill their pock-
ets, potentially with nobody noticing for days, weeks, months, or
even years. After all, would you notice if your payment app was
miscalculating your balance by a dollar or two?

And the truth is, traditional audit systems can’t keep up. They
weren’t designed to monitor billions of computations happening
in real time across thousands of apps. That's why we need new
systems—built from the ground up with integrity in mind. Systems
where every result can be cryptographically verified, instantly and
automatically, by anyone. Not just faster—but provably trustworthy.

The great British writer C. S. Lewis, who died in 1963, wrote that
integrity is “what you do in the dark,” a quote often paraphrased as
“Integrity is doing the right thing when no one is watching.” This is
precisely what blockchain provides. We already rely on digital sys-
tems for everything. Now we need to improve those systems so that
they are truly trustworthy. We’ve moved our lives online—it’s time
our systems caught up with the integrity we expect offline. And with
blockchain, that integrity doesn’t belong to a corporation or govern-
ment that controls it; it belongs to all of us, collectively. In this sense,
we reclaim ownership of both our physical and digital lives.
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